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• Belongs to Department of Computer Science, KU Leuven

• Two active research units: 

Computer science @ Campus Gent

Numerical Analysis 
and Applied 
Mathematics 

(NUMA)

Distributed and 
Secure Software 

(DistriNet)



Education

• Faculty of Engineering 
Technology

• Electronics-ICT

• Elektromechanics

• Advanced Master’s 
Programme )

• Postgraduate Programme



• Houses research group: CODeS

• CODeS = Combinatorial Optimization and decision support

Numerical Analysis and Applied Mathematics (NUMA)

2 ZAP 
4 Post-
doctoral

researchers

8 PhD 
students

2 Research 
assistants



CODeS

Application domains

Tony Wauters

Cutting & packing

Scheduling

Greet Vanden Berghe

Timetabling, Rostering 

Vehicle routing

Health care – Manufacturing – (Internal) Logistics 



Parallel optimisation algorithms
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Cutting & 
Packing 
Optimization

• 1D, 2D, 3D

• Containers

• Pallets

• Cutting Stock 

• Irregular shapes

• Real-world 

constraints



CODeS

MANUFACTURINGLOGISTICSHEALTH



Research Tracks – DistriNet@Gent



1. Controlled release of sensitive datasets

2. Vulnerability assessment of IoT firmware

3. Mitigating impact of software vulnerabilities
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Controlled release 

of sensitive datasets



Problem statement

• Increasing data collection

Fine-grained data collection

Integrating external data sources

Increasing storage capacities

• Increasing processing power

Machine learning and AI technology

Optimization algorithms

Increasing computing power
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Problem statement

› Why controlled release?

Compliance with privacy regulation

Discrimination

Reputation damage

Economic loss 

› How controlled release?



Research Theme:

Controlled dataset transfer :: anonymization 
• Non-perturbative techniques

Generalization

Sampling

Outlier suppression

• Perturbative techniques

Randomization

Data swapping

Noise addition
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Challenge 1: Improving the privacy/utility balance
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Challenge 2: Intelligent Generalization



Challenge 3: Advanced attacker models

• Enriching with public data
› Colluding service providers



Vulnerability assessment 

of IoT firmware



Problem statement
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Benchmark 
image

Full control of 
content

Full disclosure 
of tool 

performance

Track 1: Framework for generating vulnerable Firmware



Firmware generation framework
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Track 2: Assessment of vulnerability detection tools 

Tools (sometimes) 

overpromise
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Use benchmark to assess 

vulnerability detection tools



Mitigating impact of 

Software Vulnerabilities



Track 1: Exploit Mitigations

• Challenge:  

low-level software (e.g., operating systems, browsers, servers, SCADA 

systems, ...) is notoriously complex

security vulnerabilities are unavoidable

hackers (ab)use these vulnerabilities to infiltrate systems, install malware, 

steal data, ...

• Solutions: 

integrity protection

software diversity

multi-variant execution
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Track 1: Integrity Protection

• Analyze sensitive software

• Build a model of its benign behavior

• Add safety checks to catch (likely) malicious 

behavior

• State-of-the-art data-flow integrity system built 

in collaboration with Huawei
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Track 1: Software Diversity

• Exploits/attacks typically target one specific instance/version 

of the program

• Software diversity techniques can automatically generate (a 

potentially infinite number of) different program versions

• All versions are semantically/functionally equivalent but look 

different

• Exploits only work on one version

• Software diversity creates digital herd immunity

• European projects in collaboration with UniBw Munich, 

SCCH, EPFL, JKU, and many industrial partners
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Track 1: Multi-Variant Execution

• Software diversity on steroids

• Run multiple program versions on the same inputs and 

compare their output/behavior

• Normal operation: output/behavior is identical

• Under attack: output/behavior diverges

• Most advanced multi-variant execution system in the 

world developed here!

• Several projects sponsored by FWO, DARPA, ONR

• Industrial partners in defense industry
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Track 2: Safe Language Migration
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• Modern programming languages provide immunity to 

common software vulnerabilities

• Migrating existing software to modern languages is 

extremely tedious

• Ongoing research/outreach projects:

Teach local companies how to use the Rust

programming language and how to migrate 

software

Build tools and techniques to automate/facilitate 

migration


